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Cybersecurity Market Update

KEY TAKEAWAYS FOR Q3 2020

		The combination of a nearly overnight shift to working from 
home and the increased level of general uncertainty left countless 
employees and companies vulnerable to eager cybercriminals

		The increased demand for cybersecurity solutions has translated 
into strong top-line performance across the sector

		We believe that companies should turn their focus toward planning 
and implementing a robust cybersecurity roadmap designed to deal 
with the complexities of today’s work environment
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Q3 came and went with minimal abatement of the issues gripping our country over the past several 
months. COVID-19, the dominant concern, remains the leading conversation topic across dinner 
tables, political debates, and board rooms, as decision-makers everywhere attempt to balance 
safety with economic continuity. Similar to Q2, the stock market largely ignored the noise in Q3 and 
continued on its “up and to the right” trajectory. All else equal, this pattern would seem to be directly 
at odds with high unemployment, increasing debt, widespread business closures, and more. The 
picture becomes clearer when considering the aggressive measures taken by the Fed, including near 
zero interest rates and unlimited bond buybacks.

Within cybersecurity, volatility has accelerated demand for best-of-breed solutions to protect against 
mounting cyber threats. As postulated in Adams Street’s Q2 2020 Cybersecurity Market Update, 
the combination of a nearly overnight shift to working from home and the increased level of general 
uncertainty left countless employees and companies vulnerable to eager cybercriminals. Looking 
at the data from Q2, it’s clear that these bad actors jumped on the opportunity. According to the 
FBI Cyber Division, inbound cybersecurity complaints jumped 3-4x in the early days of COVID as 
international and domestic hackers looked to exploit the increasing online presence of Americans. 
These attacks have manifested themselves in many different ways but are all intended to prey on 
stressed individuals and vulnerable businesses:

 �  Malicious Websites:  
Everyone is constantly in search of the most up-to-date resources to assist in better understanding 
the risks COVID-19 poses. The internet provides a trove of valuable knowledge but also is home to 
countless sites masquerading as legitimate sources of information. According to an analysis done 
by ZDNet, 9 out of 10 COVID-19 websites are scams and are, in many cases, used to distribute 
malware.

 �  Phishing:  
Human error is the most frequent cause of successful cyberattacks. Individuals are especially prone 
to mistakes in times like these, when anxiety and distractions are at an all-time high. According to 
a Google report, phishing attacks increased 350% from January through March as hackers took 
advantage of widespread misunderstanding of, and confusion around, COVID-19.

 �  Ransomware:  
In the past several months, ransomware has targeted major corporations and everyday individuals. 
On one end of the spectrum, massive companies like Honda, Garmin, and Canon were the victims 
of ransomware events over the summer demanding, in some cases, 7-figure sums in exchange for 
the safe return of their data. On the other end, in May, some Italian citizens that accessed a spoofed 
webpage mimicking the Italian Pharmacist Federation site were requested to pay €300 of Bitcoin 
within 3 days or all their data would be deleted from their device.

The past few months have shown that the current environment is fertile hunting ground for 
cybercriminals. Businesses of all sizes have had to lean heavily on cybersecurity solutions to 
effectively secure a distributed workforce. With Q2 financial data now available for public 
cybersecurity companies, we can see that demand translated into strong top-line performance 
across the sector. Of the 26 public cybersecurity companies (excluding Sumo Logic given in-quarter 
IPO), all but 2 (Splunk and Radware) beat consensus revenue estimates for the quarter ending June 
or July. Additionally, the median margin above expectations was 3.74% compared to 1.71% in Q1’20 
and 2.47% in Q4’19. Management revenue guidance trends also underpin the strong performance 
of the cybersecurity sector. Of the 13 cybersecurity companies that released 2020 revenue guidance 
at the end of Q2, 8 are projecting the same or higher revenue as they expected at the end of Q4’19 
(before the COVID pandemic). This is especially impressive given the broader economic slowdown and 
enterprise disruption present in 2020.
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Performance within the public markets has been mixed. The high-growth (>20% 2020E revenue 
growth) cybersecurity index outpaced the S&P 500 by more than 2x over Q3, with all six companies 
(excluding Sumo Logic) trading upwards during the quarter. The low-growth cybersecurity index did 
not perform as strongly, finishing the quarter down 1%. 

Growth over profitability continued to reign as the high-growth cybersecurity companies saw 
TEV / NTM revenue multiple expansion (7%) during the quarter while the low-growth companies 
experienced contraction (-4%). This is despite a median 2020E EBITDA margin of 3.2% for the former 
bucket and 19.4% for the latter.

 

Q3'20 Trading History

S&P 500 High-Growth Cybersecurity Index Low-Growth Cybersecurity Index

(5%)

0%

5%

10%

15%

20%

25%

30%

The high-growth 
cybersecurity index 
outpaced the  
S&P 500 by more  
than 2x over Q3

TEV / NTM Revenue

High-Growth Cybersecurity IndexLow-Growth Cybersecurity Index

0.0x

5.0x

10.0x

15.0x

20.0x

25.0x

30.0x

https://www.adamsstreetpartners.com/


Adams Street Partners | LEADING WITH FORESIGHT TM 4

So, what’s next for cybersecurity? Businesses that initially scrambled to meet the demanding 
needs of a remote workforce now have a moment to come up for air. We believe these companies 
should turn their focus toward planning and implementing a robust cybersecurity roadmap 
designed to deal with the complexities of today’s work environment. The piecemeal, “just good 
enough” security measures that some companies scrambled to pull together at the beginning of the 
pandemic will not be sufficient moving forward. Working from home won’t be permanent for all 
companies but it is the reality for many for the foreseeable future. A viable cybersecurity program 
should include critical capabilities such as:

 � Full visibility into all of a company’s technical assets, regardless of location

 � VPN solution to ensure employees can securely access internal systems 

 � 2-factor authentication to add an additional layer of security to identity verification

 � Cybersecurity training program to educate employees on cyber threat mitigation

One thing that is certain is that cybercriminals are here to stay. Their attacks will continue to become 
more advanced and creative. To avoid harmful breaches, it is paramount that businesses lay the 
groundwork for a strong cybersecurity presence with the resources to remain agile as new threats 
present themselves. 
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Important Considerations: This information (the “Paper”) is provided for educational purposes only and is not investment advice or an offer or 
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important information. Statements in this Paper are made as of the date of this Paper unless stated otherwise, and there is no implication that 
the information contained herein is correct as of any time subsequent to such date. All information has been obtained from sources believed 
to be reliable and current, but accuracy cannot be guaranteed. References herein to specific companies or sectors are not to be considered 
a recommendation or solicitation for any such company or sector. Projections or forward-looking statements contained in the Paper are only 
estimates of future results or events that are based upon assumptions made at the time such projections or statements were developed or made; 
actual results may be significantly different from the projections. Also, general economic factors, which are not predictable, can have a material 
impact on the reliability of projections or forward-looking statements.

Date 6/30/2020

Operating Metrics Trading Metrics
Stock Price Quarterly Market Cap 2019A 2020E 2020E  LTM 2019A 2020E 2019A 2020E EV / 2019A EV / 2020E EV / 2019A EV / 2020E

Company Name 6/30/2020 % Change 6/30/2020 Revenue Revenue Rev. Growth Gross Margin EBITDA EBITDA EBITDA Margin EBITDA Margin Revenue Revenue EBITDA EBITDA
CrowdStrike $100.29 80.1% $21,662.0 $481.4 $770.6 60.1% 71.7% ($128.8) $30.4 (26.7%) 3.9% 43.0x 26.9x NMF  NMF 
Cloudflare $35.95 53.1% $10,916.5 $287.0 $391.5 36.4% 77.3% ($85.3) ($21.4) (29.7%) (5.5%) 36.1x 26.5x NMF  NMF 
Zscaler $109.50 79.9% $14,291.7 $360.1 $488.3 35.6% 79.1% ($30.0) $44.8 (8.3%) 9.2% 38.7x 28.6x NMF  NMF 
Okta $200.23 63.8% $24,950.5 $586.1 $777.5 32.7% 73.2% ($175.0) ($21.6) (29.9%) (2.8%) 42.1x 31.7x NMF  NMF 
Tenable $29.81 36.4% $2,983.4 $354.6 $427.5 20.6% 82.1% ($84.5) ($10.8) (23.8%) (2.5%) 7.9x 6.6x NMF  NMF 
Mean 62.7% $413.8 $571.1 37.1% 76.7% ($100.7) $4.3 (23.7%) 0.5% 33.6x 24.0x N/A N/A
Median 63.8% $360.1 $488.3 35.6% 77.3% ($85.3) ($10.8) (26.7%) (2.5%) 38.7x 26.9x N/A N/A

Rapid7 $51.02 17.7% $2,576.6 $326.9 $391.3 19.7% 71.3% ($28.2) $10.2 (8.6%) 2.6% 8.0x 6.7x NMF  NMF 
Palo Alto Networks $229.67 40.1% $22,155.3 $3,121.0 $3,643.8 16.8% 71.6% $47.2 $807.3 1.5% 22.2% 7.0x 6.0x NMF  27.2x
Fortinet $137.27 35.7% $22,189.5 $2,156.2 $2,500.4 16.0% 77.6% $405.8 $695.2 18.8% 27.8% 9.7x 8.3x 51.3x 30.0x
Mimecast $41.66 18.0% $2,623.1 $404.9 $465.9 15.1% 74.6% $33.3 $94.1 8.2% 20.2% 6.6x 5.8x 80.4x 28.5x
Proofpoint $111.12 8.3% $6,367.6 $888.2 $1,021.5 15.0% 73.5% ($24.6) $142.6 (2.8%) 14.0% 7.0x 6.1x NMF  43.7x
Qualys $104.02 19.6% $4,052.5 $321.6 $357.5 11.2% 79.1% $102.1 $151.8 31.7% 42.5% 11.4x 10.3x 35.9x 24.2x
SailPoint Technologies $26.47 73.9% $2,387.2 $288.5 $315.3 9.3% 78.4% $9.0 $15.6 3.1% 4.9% 7.9x 7.2x NMF  NMF 
SolarWinds $17.67 12.8% $5,509.8 $932.5 $1,010.3 8.3% 91.2% $219.0 $467.8 23.5% 46.3% 7.8x 7.2x 33.3x 15.6x
Akamai Technologies $107.09 17.1% $17,378.0 $2,893.6 $3,107.3 7.4% 65.5% $845.4 $1,336.8 29.2% 43.0% 6.2x 5.7x 21.1x 13.3x
CyberArk Software $99.27 16.0% $3,844.9 $433.9 $455.7 5.0% 84.3% $72.9 $91.9 16.8% 20.2% 7.5x 7.1x 44.5x 35.3x
Trend Micro $55.84 12.5% $7,771.9 $1,520.1 $1,614.5 6.2% 80.7% $492.3 $505.0 32.4% 31.3% 4.2x 3.9x 12.8x 12.5x
F5 Networks $139.48 30.8% $8,493.8 $2,268.0 $2,341.0 3.2% 83.4% $575.1 $794.5 25.4% 33.9% 3.7x 3.6x 14.7x 10.7x
Splunk $198.70 57.4% $31,567.3 $2,358.9 $2,426.4 2.9% 80.5% ($195.8) $18.7 (8.3%) 0.8% 13.6x 13.2x NMF  NMF 
OneSpan $27.93 53.9% $1,122.6 $254.6 $257.6 1.2% 68.6% $23.4 $25.7 9.2% 10.0% 4.1x 4.0x 44.2x 40.2x
Check Point Software $107.43 6.9% $15,061.7 $1,994.8 $2,014.3 1.0% 89.4% $900.2 $988.7 45.1% 49.1% 6.7x 6.6x 14.8x 13.5x
Ping Identity $32.09 60.3% $2,566.8 $242.9 $244.5 0.7% 82.2% $24.0 $27.5 9.9% 11.2% 10.6x 10.5x NMF  93.4x
FireEye $12.18 15.1% $2,672.6 $889.2 $889.9 0.1% 64.8% ($112.6) $83.0 (12.7%) 9.3% 3.2x 3.1x NMF  33.8x
Varonis Systems $88.48 39.0% $2,784.3 $254.2 $254.4 0.1% 85.1% ($69.7) ($26.1) (27.4%) (10.3%) 10.7x 10.7x NMF  NMF 
Radware $23.59 12.0% $1,093.1 $252.1 $247.2 (1.9%) 82.0% $30.0 $32.0 11.9% 12.9% 3.8x 3.8x 31.6x 29.7x
BlackBerry $4.89 18.4% $2,704.7 $1,013.0 $978.5 (3.4%) 73.4% $63.0 $119.3 6.2% 12.2% 2.5x 2.6x 40.3x 21.3x
Tufin Software $9.55 8.8% $340.0 $103.3 $97.7 (5.4%) 78.8% ($25.8) ($34.8) (25.0%) (35.6%) 2.4x 2.5x NMF  NMF 
Mean 27.3% $1,091.3 $1,173.1 6.1% 77.9% $161.2 $302.2 9.0% 17.5% 6.9x 6.4x 35.4x 29.5x
Median 18.0% $888.2 $889.9 5.0% 78.8% $33.3 $94.1 9.2% 14.0% 7.0x 6.1x 34.6x 27.9x

Data and analytics provided by S&P Global Market Intelligence. List of public cybersecurity companies compiled by Adams Street.  Data sourced September 30, 2020.
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